
open source devops
@shortxstack



intro

· whitney champion / @shortxstack

· systems architect / engineer in charleston, SC

· mom of 3

· standard nerd

· always learning 

· https://unicorns.lol



wtf is devops?



security

quality 
assurance

development

disaster
recovery

availability

monitoring /  
alerting / logging
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ci & cd devops

performance

deployments

infrastructure
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management



that’s a lot 
of stuff...





create custom VMs and images 
with packer



{
"variables": {

"env": "dev",
"build": "api",
"timestamp": "1487793684",
"github-commit": "a7aa8810e0ccce5989cd787851e8311a5d58d50f"

},
"builders": [

{
"type": "amazon-ebs",
"region": "us-east-1",
"associate_public_ip_address": true,
"source_ami": "ami-1a2b3c4d",
"security_group_id": "sg-1a2b3c4d",
"instance_type": "t2.micro",
"ssh_username": "centos",
"ssh_private_key_file": "./key-{{user `env`}}.pem",
"ssh_keypair_name": "key-{{user `env`}}",
"ami_name": "unicorns-{{user `build`}}-{{user `timestamp`}}",
"iam_instance_profile": "iam_instance_profile_admin",
"run_tags": {

"Name": "unicorns-{{user `env`}}-{{user `build`}}-{{user `timestamp`}}"
},
"run_volume_tags": {

"Name": "unicorns-{{user `env`}}-{{user `build`}}-{{user `timestamp`}}"
},
"tags": {

"Name": "unicorns-{{user `build`}}-{{user `timestamp`}}",
"Build": "{{user `build`}}",
"Commit": "{{user `github-commit`}}"

}
}

],
"provisioners": [

{
"type": "shell",
"inline": [

"eval sudo \"$(aws ecr get-login --region us-east-1)\"",
"sudo docker pull 821112832814.dkr.ecr.us-east-1.amazonaws.com/unicorns-{{user `build`}}:{{user `github-commit`}}"

]
}

]
}

build an AMI with packer, ex 1



{
"variables": {

"env": "dev",
"build": "api",
"timestamp": "1487793684",
"github-commit": "a7aa8810e0ccce5989cd787851e8311a5d58d50f"

},
"builders": [

{
"type": "amazon-ebs",
"region": "us-east-1",
"associate_public_ip_address": true,
"source_ami": "ami-1a2b3c4d",
"security_group_id": "sg-1a2b3c4d",
"instance_type": "t2.micro",
"ssh_username": "centos",
"ssh_private_key_file": "./key-{{user `env`}}.pem",
"ssh_keypair_name": "key-{{user `env`}}",
"ami_name": "unicorns-{{user `build`}}-{{user `timestamp`}}",
"iam_instance_profile": "iam_instance_profile_admin",
"run_tags": {

"Name": "unicorns-{{user `env`}}-{{user `build`}}-{{user `timestamp`}}"
},
"run_volume_tags": {

"Name": "unicorns-{{user `env`}}-{{user `build`}}-{{user `timestamp`}}"
},
"tags": {

"Name": "unicorns-{{user `build`}}-{{user `timestamp`}}",
"Build": "{{user `build`}}",
"Commit": "{{user `github-commit`}}"

}
}

],
"provisioners": [

{
"type": "ansible",
"playbook_file": "./playbook.yml"

}
]

}

build an AMI with packer, ex 2



build your infrastructure 
with ansible



● VPC
● subnets
● route tables 
● ACLs
● NATs
● security groups
● ...

deploy a network with ansible



---
- hosts: localhost
  tasks:
    - name: Create my CloudFormation stack
      cloudformation:         
stack_name: : "unicorn-vpc-dev”
        regionr: : "us-east-1"
        template: t: ./cf-template.json
      args:
        template_parameters:
          KeyName: unicorns-dev
      register: stack

deploy a cloudformation stack with ansible

cloudformation 
templates!



---
- hosts: localhost
  vars:
    vm_name: my-new-vm
    vm_memory: 4

  tasks:
    - name: create VM
      virt:
        name: "{{ vm_name }}"
        command: define
        xml: "{{ lookup('template', 'vm-template.xml.j2') }}"

deploy a new VM with ansible

jinja templates!



provision new apps & servers 
with ansible



FUN FACT:
ansible galaxy has a *ton* of 
playbooks and roles already
written and ready to go



FUN FACT:
don’t know how to use roles?
confused by the ansible directory 
structure? FEAR NOT!

ansible-galaxy init $ROLE_NAME



- hosts: kolide
  roles:
    - kolide

super fast.
super easy.
super shiny.

deploy a kolide server

source: https://github.com/Benster900/BlogProjects/



now we need osquery



- hosts: linux_servers
  become: yes
  become_user: root
  tasks:
    - include_vars: group_vars/agents
    - import_tasks: roles/osquery/deploy.yml

deploy / configure osquery daemons

you can do this
from mist.io!

source: https://github.com/Benster900/BlogProjects/



deploy / configure openvpn server



monitor all the things
with open source monitoring platforms



graylog

· stack
○ graylog web interface

○ elasticsearch

○ mongodb

· collector-sidecar agents on all your systems



elastic stack

· stack
○ elasticsearch

○ logstash

○ kibana

· beats log shippers on all your systems
○ filebeat, winlogbeat, etc



wazuh

· OSSEC fork

· stack
○ elasticsearch

○ logstash

○ kibana

○ wazuh kibana plugin

· OSSEC HIDS agents on all systems



tl;dr

· there are a million ways to do all of these things

· evaluate and pick the tools that are right for the job

· leverage open source where you can and recognize where you can’t

· security baked in, always



the end
thank you :)


